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Network Traffic Based on Double-Layer Model and
Distribution of Indexes
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Abstract:  Open-set malicious traffic recognition plays an important role in the field of network security. Existing
methods have limitations in single model structure and lack of flexibility; neglecting incremental training samples selection,
resulting in suboptimal classification performance. To address these problems, this paper proposes a method for continuous
detection and classification of malicious network flows based on double-layer model and index distribution. Based on the re-
lationship between the output weights of scalable extreme learning machine (S-ELM) and the standard output, this method
designs following three indexes: the improved closest Pearson’s correlation coefficient, the normalized relative variance,
and the normalized distance to “the others” column. These indexes are multiplied together to obtain a comprehensive index,
which is combined with a single classifier for unknown class detection. In order to improve the continuous incremental capa-
bility of S-ELM in the open-set recognition task, a sample selection method based on the distribution of the comprehensive
index is developed to select the optimal sub-dataset for incremental model training. Comparison experiments with existing
representative methods show that the NA index of unknown class detection of the proposed method can be improved by
3%~13%, and the classification Acc index can be enhanced by about 3%~7% after continuous incremental updating.

Key words: network traffic classification; intrusion detection system; open-set recognition; unknown class detection;
incremental learning; extreme learning machine

Foundation Item(s): National Natural Science Foundation of China (No.61271233); Postgraduate Research & Prac-
tice Innovation Program of Jiangsu Province (No.KYCX23_1031)

R H 1. 2025-01-17 ;& 18] H 1 :2025-04-13 5 54T 24k - 8 0
HEIEE EE T



1638 H, ¥

EE 2025 4F

1 5|&

B A 0 265 107 FH AR e 9 AN 7 32 AT, K 7 8 iy
FHFR P 0000 265 T o AR 4 M B, 5 350 I 485 07 A 50 i
Fifr 2 i 2 A R (2024 4F R FH 42 A B A )
R W, BRI 7% B9 R 45 R R R Y, i
2023 AEH 5 B A 6% , 13X F WA 4 R B At 5
BT, W22 A8 0% . 2% i i 53 28 (Net-
work Traffic Classification, NTC) 1A & #5 I & 4¢ (Intru-
sion Detection System, IDS) /75 [0 4 42 4> A1 45 L b AL 5
FERBEEAMEA . L, RS AR RS
IO f PR R ) 0 6% 50 T AR ) R R R R B I
A R PR, © B YRR R R 2 —

BLA Y NTC J5 3 5 76 35 A B s 4 B2 03 26
PR BRNT 300 40 T 9k oA REAE o 0 190 26 2 5% 1) 3h 25
Rt TEXFHEREE rp AN 32 B 2 RN I RE S OB OR
1) o AR, T R U e S ), 3 S A BAS
41 A

i £E 1R 5] (Open Set Recognition, OSR) "3R4y
et AT EEAER 7328 © 2RI, 38 75 2 350K I ok
BTN S 20 S AR P W (X /) S C N s R G e L
G A R0 B A, AHL 3K 26 75 ¥ 51 AN 3E H T R 8GR
W S5 T ARMIE 0 ZREPE RIS AP 5310 RRAE M
DU B4 , DI ol 45 4t A B8 T80 A ) o i) 2 )
BR T — BT UERT . E R R X — R fig i Ty 58
FERCR B AR I AR . BRI, (1) OpenIDS! Al
CVAE-EVT" " 5 M A8 L8 A 0 oA 01 Bk | (A 24 B0 580
AN et 1 4 A A 43 A 5 W B e B I A
ROR 5 TR (2)3B53 71 5 A K B RE AR LB
R/ R0 28 il 2 B, 9K i HG 26 M B v S KRS il B
FEACHY R . AL, %28 T7 1 A L S0 52 e ) 2% B B v
AT RE 23 5] A B T 80NE , f61) A 6 A I 33 45 171 28K L B 1K
Rk, L E T POE R W R L R s
AR A e R S 1 R 3 e OB Y 3 B R AR AR R
AR HE LGS I ) 2% B i R 22 A8 AR . R B ARk
WL ARSCEE T — S5 A 2 m LR A a bR, DA
X a2 N S Bt st (AR R, A K Z
BT BN TBE A, 5 Z N AR BR . A
e, GIARRARSEAR SN, BERS F O N W Bt 55, A
IS T BB T Sl L I3 TR Mt R
DU RS 2

B OSRAT: 55 B & , ALAUAG I R HI 26 E A 2 L)
IOE XA REINAY 25 Rh R 28 W . PR, 5 9 T
T2 I RF SR RE F Y PR BT T 1
2 B ik R A T A 2 A AR, 7 R B
IS R 2 23 IC ) b 25 R AT B, Z20W 1 0 ] T3 6
I REAR I AL , DTS 30 B FR 0 1R 22 R A, T

SO BRI 3 PR RE . 020 ik 2 BRI R NS )
SYBCIEFRARZE . SCHR [ 13 42 H K A6 0 2] B4 397 1t 26
S| 52 H 0 45 2 4 B IR AT 20 BT O T S AR TR ARL B A
2 AR — YRR AE S bR Hh o RO T, HE LR
T JE KRS SIS I A9 5K . D i, AR G 3 3 A A
DU R0 B i e W 255 6 B L D0 S 07 B R AG R AR Y
FEA ] T4 5 SR 2, DA T eI 3R AR08 28 o) A6 A e
RERYSZ W . M Ab | R TR B 2 ) 1Y 5 ¥R TE I 2k o
o, B a1 A 4 SRR R AT R g — SR AR
HT T 2 Rl RO TR SR TR WA L RIS
I8 B IX 7 A I 15 2 W2 G RO P 5
) B BT AR A BR 2% 2T HL (Scalable Extreme
Learning Machine , S-ELM )7 5 .73 355 28 g i 452 5
LR, 254 S-ELM DR I R p 345 2000 28 1) A T
TN BE T, EHG SRS S A [ BB R TS
ORI IR PERE

AR FETTRR DS

(DT —Fh 4l & BUZ B RUFIE b5 73 A 1Y% =
PO 288 Gt A R 328 3 . 320 R A e R R AR e A R
S bR R I RAHRBLS , 5IA T — R T S-ELM 3
R GETHEAR , [R5 B3 S G SR B AY , 512
BEUAHEAGIN . 127k BRAS A A8 i AR 2R A T g
PiR e iN T

(2) Bt 1 BT 48 45 43 A1 1AL 7S 0 1 (Sample Se-
lection, SS) ik . B it ZE B FEARFEAS ] X 8] I f 4347,
Xof G Sy AR SIS AR A R A 0 2, 75 2 ) T4
M d5c A AS £, AT 30 3% S-ELM B Y 1) 3 & 5
ROR

(3) 1E 4> 52 PR M 28 B dla 4 B 5 B Ik kAT 1
PEREXTLL . S 45 R 3R, SAURM ST A 1L, A
S5 B AR R ZEAS TN NA 8 b BE 23 39%0~13% , R
I HURE IEAY Ace 3645 AT LU 5929 3%0~7%.

2 HExIE

H R, 3 T HLER 22 ) AR 24 ) B NTC ik B4
Bl FH R A R OSR ] 13
2.1 FREJRERMHERX

TE OSR MHEZE T, 4 E A 1 FF SE R R BB % [ i) 5 30
R0 X o A6 ) 5 2R g o A R R 28 B AR AG T
SR SE T AR BIE BN A FO s | 1 G T
B B A — B Y T AR AE AR S
JE PR i FASR  [) 2, FEOR R LTt

BEXT ik —Fk i, B DRSS IR T 2R %, (A
PIFFAE Ry PR . Yang %5 A 2058 3o X b2 20 b B AR 4k v
E25 (8] 14 B 25 52 Sk pRER, 1% PRBCRE A 0 R AN [R] 2531
FEAR R B . A ik, 24 R H e 1 o A AR AR



#0051

Il 3 2R — T T U Z AR R R A A )8 T I 45 U R A DM R 2 05 0 1639

Fe ], AN M B 2 T R . SR 12 ] 0] 2% 32K i A
(BB VR X i A 108 2 3 A R AT R, $R 4 T — A 2 AR
SR ARE S I ) I B B 2 20 ks ARG, R TR (B B e
14 75 ¥ 38 5 E LLAE AN [A) 37 50 T PR R A8 8 PR RE . Liang
25 NFUUR T — b S AR R B R 14 U2 R FH 4
KRG (Double—layer Application Classification Scheme,
DACS) , HAZ 0 AR C 2B A7 220, I 53 51
A FEALAR AR (Random Forest, RF) 4302588 , SR 5 H T
A 129 52 K5 18] ML (Support Vector Machine , SVM) A9
I 28 SRR A I A 2 ) . BLAR DACS SE 80 T 48 1 1Y)
R 32 , (H LA AU HE Q06T 2 128 53] 1) 45 6 A A M 1)

IR P RETEAR RFREE b AOHE TR A
FRN )7 L. T WX — R B, — LB 4
EE ) FH 2 B A A R 388 908 R RN 28 A A I BE ) . Zhao
NP T — R T R 3] A R AR TR T I (Pro-
totyping and Adaptive Thresholding, PAT). % J5 % % F
TIE IR BRI AR FIAEA AL, 31388 1 1 420 )5 284
FI 380 (AT 5 X0 RN FR NS . A, PAT i4 38
o S AL 3 A AR B R R R D SRR A AT 22 M 1K
MEVE R )L . Zhong 55 A S T —Fh L F 005
Sl s PO A ST A7 0 285 il ot A IO Bt I R ASE AU R R T
A oA, IE S B RN e d3 A e [ A S i B L
BERY 2 07 EAR RS O R AIDRLE 73 S B8 77 114 ] Iy 14
ST R HIZE RGN M L SR, 3k 2k YA AP ERL
TR A R BSOR M A (B AU B ) L OF AR LB
I RE A DR AR PR REATD AR T I PR

U R Rt B A 4 D7 VA S A AR T 2 i 2 AR
FEAAE B 5L T 10035 i FL 0 R A 0 o 40 26, X R —
SEFRE Bt AN AR . AR, B M2 0 T
B Wi A2 A 2 Ak, B — MR A X L ] 22 8
4 P 4% PR, DA T S RS AL A I M RE 1 R B L I, AR
SCEE T — MR T S-ELM £ S 848, IR 8 H 5 B)
KAREE G BOSUZ IR, DA T AR MG I . AHE TR
FEAN ] T 9 A2 R A T 1, AR S S 2 e bR b AT
R, 42 T+ T HAE S 8 28 7 5 b i e, W] RE 8
S R IV 5 25 22718 1Y) I 48 R A5
2.2 EEFIMEX

PR PR 10 1 2 ) JETE O A HL AR 2 1 25 40 36
B b, LS AR A R 10 B 3 28 A AR R AR R A7 B
B, BRSO TR A B 3 AR ) . SRR
THEE N2 fife P A 2B AT A 5 IEE H o 7 RE 1
ZEW IR, 51 A K 55 o) 2, 5 Y R A% Bl 45 BT FE A
) S N 3 AR AT 3 25 B 1 R TR, DT A A% 2 B
BAE 2 R A5 B RN, X RIS B A T
XSRS R A SCIR I B 5 S 5 f H AR

JIrANTA]

TEF AR B a2 2 v SRR SR A 2 ), 15
TG B R RN FE AT ARG B ) XTSRRI
Y NI AR 27 2] B 1 ) AR 1S A ) vh
DL JOMEVE 152 X A PR R A A T S A A I R
Yk Ui et O B i TR AR | ) B 0 35 H T R A TE Y
o AR Be s AR AS . SR, IR J7 2 i B ARk kb Al
T T4 HET A R S AR A 5 A HER , X 5 S PR
7 5 R AN AT . Sheng 25 NPV T —FR T
FREI A & AR T 0y A B Yt i o R
AL DAARFSE A 3l Hly S5 BG5S [6] 286 R %) R 0
i (F R A TR TR I kA B B A FE R AR K
H R REAFAE — 2 1 SR B . Zhou 25 N5 T
A T B LA B I SRS D 45 , X T B O v 8 R A
ICREAS TZAG I 8% 1T LA 250 A 00 X A3 4 7 26
FEXF 24 W B I B HE v i N 2R S AT 432 . Fan 4
O T — R 44k AutoloT (357 25 49 BE 1 15 4535 1)
B IZAEA RS 7E 5 AK B 55 I F 3 i 47 S,
B A R AR VL 3 K T KS (Kolmogorov-
Smirnov) K95 . (BT B A, X P AN 5 1 X ik
o 15 i 114 i A0 2R A A ], T BER N B o A T
TAFTEAR AL .

JRUE R TF ARG 2 2] B 0 53 3k PR A A A 2
91l 1 [] 1) Tk SR A R AT 1 2 ) (H R R ST %
JEFEARAR G 1Y B, 2L TAEAS IR RE A M . A,
RSB T — PR TR bR 0 A B REA R 1 U7 vk, B AR
Pide 5 HACTRAE AR SRR AS ] I SR 4 e A Y
S-ELM, LAR A5 Y i PR BT .

3 RXFHIE
3.1 E{FiEZR

W1 F2EEB4 B , Y25 9 B L2 20 14 1 2% T
TR REA x, A, Ik S-ELM AL, 1 AR Hid e th 34
PRRNLEB AR y o ZIEAREH =T 4855y, .p, Ay, 5
—A AR AR, BRI O e 3.4 L Bl L A
% 25 A 35 b I 5 528 S ] 2 AL (One Class-SVM,
OC-SVM)'® | LI 78 J 52 [ BE IR 0 R S s i

TEAT W BE (L1 HR )43 ) 2 T 8 605 R HDE:
B s AUk, R T S-ELM 5 0C-SVM
ZH A SUZ BRI AT IX 43 . MR B, RGO E 4R R4
) TR 246 38 AR AR . 3 REAE AR 28 ) UM TUAL B, A R
TEHR B ERAF B 2 FVRRAE BE £ (T L 3.3 795 ), SRS i A
MUZ BRI FEFT IR . OC-SVM B e v, [X 43 B K1l
KA, AR A e ey, (k=1,2, - ,m),
DU — 2l S-ELM 5 i % 60 2 o 37 RS 44325

BT RS T 3G & O R . S 2R Bkl



1640 H, ¥

E 2025 4F

IR MBI AEAR p I, 3K LEREA 2o AT I ZhbEAS
Ui AR B 8 i (4 DG TR A T S-ELM AR R g 47

INZRB B

‘ KA B

. BB TR A

e x RUIRIEREA  x JEFELR A L5 TARA 5 A0y 53 IR

SR R ﬁﬂ*ﬁﬁﬂﬁ%‘?ﬁ” B G N ES RS ol
AET, B ILTEREIR AL .

sRe bRt

|

b
0C-SVM —>. : %

|

|

|

SYZEN B E RIZERRIZEREAS

P 2T OUZ AR b3 3 A 8 T I 45 0 R S A DU S AE 2R

3.2 AI¥EEINS-ELM

R e 22 R 28 ], S-ELM ph B B et 2 4
J& TIRIZ MM . EAU 2 2 FRE R I, 1M 2 1o
BE ML A AR AR S BAR T 24  , TO T IR I AR 2 4
AR L.

S-ELM B ZEAG N & 2 IE 7, 0 =[w,, w,y, -+,
SRR Z T S L BUE , B=[b,,b,, -+~ b, 1 R )Z T
BRI 2E  x e RV M ARG, T=[1,.t,, .1, | M
S L RO B 2, G L kg B Y B NV O R AR
B, DR FEOE AR, m o R . A Y B 2 Y
w1l

w, ]

0=G(w-x+b)-f=H-p (1)
Horp, G (x) R3S REL, H R B2 5t L B o B2 i
HAA .

“The others” i

[#2  S-ELM M4 45k K

F1 T B IR o 5 0 B B AE AL R WA
%, R I — (3 B b R B B O 1 i AR B, T
VA o 35 BRORUZ i H S AR A T Dt e RO
A HEAKXIT

fi=argmin|H-p—T | =H'T=(H"H) H'T (2)
p

S-ELM 75 9] 4 Y Zk B Be 23 389 i — 4> “ oAt " (The
others Tos) 17 1., TP B B IR I i 4y S iy s

B OIFE R R R AR B — R S R 4 R 2 )
E’Jﬁ’l T T R TEINGRI R R FEASTE Tos v
RN bRZS ¢, BB -1, B S A s T
(SRS IERS

MY R B 20 s B R T sk CRP I i Bt
B2 B N m + 1. BB s+1 B ZIA ¢ B2 B, A
RUTEEEHE N ¢ A1 8, WAy () i H0 AR AT LA EROR

([ [,
Hortr[op ] WIS N SIS B.

3.3 %ﬁﬁﬁifﬂ
TIPS AR A AR A A A T £ R AR 1Y) SRR
TR TR P4 FRNE 64 (Feature Selection, FS).
TS i AR AR AT TSR [ 52 A% B 43 A L IR
BAREERT O (n) (WAFIETH, Horh n RnBs A .
B J5 1T 545 FEAE Z 18] DL R B A R AR S bR 2 2
[a] F) J2 7K %% # 5% 2 % (Pearson Correlation Coefficient,
PCC)* X F PCC KT 0.9 1 M K RFAERT , £ B o
5% PCCAERR BYRHIE , IR AR SEMERLAR A ) — 1>
T i off FH A BRAR RS A B B2 75 4307 B ML AR R



#0051

Il 3 2R — T T U Z AR R R A A )8 T I 45 U R A DM R 2 05 0 1641

iF T B A543 SRR AE 55 bR 25 1Y PCC A5 20 I Y FS
T5 i MRAR AR A3 15 IVERAE , LR 43 28 HERA R AR 1k
IE TP A, DL S LA AE 145, X TN [ 3 4
P46, 93 5 A (R IE B0 AN — e A R, — BT 15~30 4
Z A

3.4 ETS-ELM % H B EIEHR 5 75 B 7R &0 2546

T F T 01 28 T 25 (10 T 2 37 20 AT 55 v, 4 28 8 1
i SoftMax MR 5 A AR 3 A , T A 28 20 38T oI
Bk 3 A A TR B R WK A Logits , BIVAH 28 ) 46 o) 4> 2
S 0 DG TOUIAEL . 7 0 3R 2 08 A5 40U, logits BN HE
T BRSBTS R R
HAH L logits 6 9% 5 J1I1 200 250 S5z B ASE 750 %6F 44 28 31 A
FI], S IR AR A B A N 4 i AT S5 0 e A B T
Tl I SIS 1) ] 1 40 3 2 S AR AE Y DG BE . AR S-ELM %
HAEE 0 5 logits B9 TE T MR, EJEHB T DLk i g
BRI REAN B B, X —RIE &, A7
AT S-ELM 1 4 Hh AR, i AR AR TR AR 1
FHEFEL.

— SR, X3 A A R ) O i ad
S pREL . SR S-ELM Hai A O Y 4 B 5 e
SR B KR IE A OG . 2 4 38 22 25 1] I 265 K dh 4 1T
Wi 5 24 1) 2 %) 388, B PR BT A S A e 4 s ()
SRR PRI, R T A A A g o A A SR [ e A
YL 2% 1A 1 T A RE L 4R T 3T S-ELM B AR
GEit oA B A0 A 1k

T ELM B4 45 2 W AR, 25 A2 00, )
XiF o7 B s o i MR ACEE A 1, HEAY A — 1. S-ELM I L ELM
Zo—AH R Y A5, i Y SO T T R,
B oS HASCER X R — 1. AR AR S-ELM A i AR A
PE BT T = AR bR A L — A Ha b, TR i B 5K
iy R AR 5 AR v R L 1 e 25

(1) ek () Fe 42630 B IR ARAH G R 8 (y,)

X TS R RSB REAS (1 B AR X, B IS REA
F14) X380 B 422 0T X I 2 S A s o i s A 1) e Y (G L
TR, 1S FAFEA Y X (5 B 2B Y (A A
AR ZEERT, nDRE A R AR R F X —1A
P, ESE R PCC KA X 5 Y 22 [ AR M, A
S WA AR . BRI, PCC 2 - 19 A 4275 4 22 [
LRMEM SRR SR AR, B S AN Y
PCC AR AR K, A 24 h O (m? ). ik, 3T
— T PCC YA AT pec,,,. AT & X, AR 25 S
P X R B I B R 1Y) . R T R AT BT
PEHLX 5 154500 i th 20 M i R 2R R Y (=
1), I3 AR R A PCC, B4 X B 15 3 pec,,, » AT
A E SR O(m). THEARWT .

S(x-%)(7,- 7)
[S(x- RS- 7

Hidr NV R EREAE X, R AN EEA x, 76 S-ELM H i1
A AT ) e CED A BCE AR O B — M T D) 3 Y,
SR x5} IO A A TR AR [ o, AN < o X e i
T LIF N, WA Y[ ] =1, HARMEBCY -1 XA Y 53
BEX S Y.

SR, pee,,,, X E1E A8 Ak 28 A [R] (I8 5 488 K 1) 1
I AR, X PR 5 Y A7 7R I B 22 509 X, pec,,,
1A R R 26 H 38 v B A DG AL, I 2 R W S o 1) 22
SE X AREZER I TR AT O S AR Y
B4 0 i AFEAS LAY, 55T pec,, FFANREA RiHE
RXT XA EPE . I, 5T —A I — S 35 46 X5 g
2T r, U4k pec,,, IIRIBRYE , HO A0 F .

|

i~
_‘EIXi_Yf

A (5)H R e MR EONT X 5 Y 0946 %] 22 (8 0F
ATV A AL | DT AT LA S 407 b A 2 2 S A S )
W HCHE T5 RAALTRAD T pee,, X Wk 2 22 5 AN U AN
F T BEAS 327 BCH A i R A B S ), SRS Aff b S e 2
AR FEG B X . 5q .y, R h

Y.=FXpec, ., (6)

v T T 1, 2600 X 5 ¥ 22 [8] A 2R A AR 56 e
55 2, W) R B 3 H A A 5 i 2 A S e, TR R
.

(2)H—AEAEXT I 22 (p,)

J T DA S A R A s A, BT
VA — ARy 25 . AR U, AE Xy 26 02—l i 45 8
SRR B Gt i, BB R R s B s Y g TR i
fe B SRS TR BE R A )T, O B 250 R
EA%AMEURR . 7EH— AR BRS  T T I3 — A Xy 22
v, AGETE y X 5w N U R B b . AT

i(x,.— ¥) - i(y,— Y)
: : (7)

m

(4)

pccmax =

(5)

r=2x |1— {1+exp

yV:exp -

v BERER AR X 5 Y By SO BB Bz
PRt  HEARTE AT RE R 2K R 2, B BB oK
HIZ.

(3)H—14k Tos FNHEES (1)

TG SERY R 43 S-ELM B T Tos 51 . %4
P BT R SR T A ORI S 128, DR 2



1642 H, ¥

EE 2025 4F

B AT B 1. ST — 5 B T v R
S AT SRR LS RS I . A
ve=exp( - | X,+1]) (8)

Horp X, S-ELM $ii th AR H B 0 )5 —4)

My W EEREET 1A, FL5E Tos fir M A G BR BT -1,
RUFEATBEE T ORI Iz FEA T A SR AR IR .

J T MRS iR = AN ERRE X B S R

I A R ORI T A RO K AT i) e

R AR BR F R A AR AR 22 T 2 R
Ky =4kzs[ml AR L K 3 s . I3 e 5L BEE =
ANEFRMEREIT T 1, B2 AR S P B R
A S IR, FEARELEE LT O B, R 2R A B s e s
Ji) o B kg A R R Tk S R AR TE X 43 )RR N 2
A A e S T S

3 o7
- A

> = N e T
o |@Am% | Ty >, >
3 oS o™ =
Rt d | e =

B3 BT = AMEARAY B A 05 HE ) AR G (5 )
JEAREA T A 7R T A

R T AT R R 22 O K R = AN ST FE R AR
Te , TELEA 45 BRI Rt L Jl /D T i 2 B0 R
MERE . ZEAHARRRATT A A SR

Vea =V XYy XYy (9)

55 LA AR EL S R S AN T B A vk A
Fb , DMDI 3 3 3% B0 28 A9 25 A 18 Ao I 2k 2 4 26
. B IRy, TR AR T T 1, T A 2 00 e T
0, BALAM SR8 2 o B3 R X 32500, W T 36 588 1 78 b B
B R REAS T AR S AT R . BRI A0, 2 RAE, ik
v, My FERIAFES T ELM 52
3.5 ETERSHHEEIISGEAFIE

TE 1k B U 2R B REAS I, A& 80 1% SR FHRE ML
FERY DT 5. SR, X FRBEHLYE AT 2 SEREA R MER
& A B2 ) (RO AR e, ELE T AR
FAEFUNE IR FEA

R TR IR, AR SO T — R TSR AR
P A3 AT BOAEAS O 18 (SS) i . %0 I AR U 4G 321 A9 oK
HIZEREARTEA [ L34 15 bR X 8] L 0950 45 2647 SS, T
S-ELM A0 f 388 B W5 . HLARTT 7, o Je AR dE B RE A
(LA FEARELIS LR 23 25 360 7 (R4 A X 1] 5 3525 , i ik

et 4% DX TH) YA AR B i 0 43 A 15 O, PPAGAS [ 46 A
WA FERE SRFE. &5, e m
B TR AR A FH T G A R, DT B R A A Y o
i, A RO PR TR Y 2 M RE

TC X BV ECH gn, 55 i A X JH] L REARBOR sn,, #E47
YNGR B EEAKCR sn,, PR BE DX ] (18 B AR B0 vt

AR (10) 5T A IX A FEAS «
sn,> el <icon (10)
gn

WnTE 4 Frs , B BR 5 HE HP BUREAS . X RERERS
WEp G 2 I A g e 7 00 R PR R R 1) T 2 3R
Tt R B A M P AR AR ) (oA P T G BT A R K
BEAS T AT e AT 48 T 3 2 ) A RCR O B e A 2R
PEBERIRRETE .

2500

NEEES
77/ ESES

2000

1# 1 500

FEAKL

e

1000

500

0.0 0.2 0.4 0.6 0.8 1.0
yn/d

P4 RERHARER

TEAR BE B DX ] H AR A0 DX )R AS SR BEA T BEIL SS,
DX ] B A Kb 2 9 X RN A AR A e 22, il 5 i ofy
W BHERT AT B AR ANBCEE L 70 10 S HE i 6 45 B AU R A
BeEms s . R P en, SR MZEREA ] T

PEAT R REAS IR B 02 D T BE DA 1B BBOAS [R] 2 A

3500

3000

T

2500

2000+

FEAKE

1500+
1000

500 -

1 1
0.0 0.2 0.4 0.6 0.8 1.0

yrvd
K5 G AEAR IR

0




#0051

Il 3 2R — T T U Z AR R R A A )8 T I 45 U R A DM R 2 05 0 1643

1) A SR R AR ) R Bl o B R 2 rh i 0
HEEHIZRRAR T N R R RE A gl o A
Gy IESTTN

FE BB TR L AR B AR B AR AR L
S-ELM 732888 ) , TH R AR B 25 G F8 n AT AR DR 4230 1
PORETE . BRI, B 2R B e 1 e AR R AR R HEVE A
AL IR UE W T 3 A G T8 s A D Rt R 75 B4
I 2R 10 2 i A Ao T B B 2 4 B AT U0 R
2 IR ER R T RIS
3.6 DMDIEXEZRENHT

DMDI B335 1 i) [8] 52 2% B 32 2R I8 T S-ELM A% 1Y
AR5 38T, DL RER AR BRI THE. . 3 Lo B2 1
R N OISR, D R IE 4R %, (1)
st (2) IR A BE43 3 O(Nx Dx L) 5 O(Nx L?),
S-ELM IR 24 R O(Nx D x L+Nx L*). S-ELM 34
s YINZRET , B3 i B RE A /N Ry AN, X6 7 14 66 80 )2 i
R AR, G 2 AR SR [ 3 P 28 AU AT P TR
N W/

(A+UVT) = - UA+V A UY VAT (11)
H A=H"H,U=AH",V=AH, | S-ELM 34 = 5 # (1)
SEABE T O (AN x L+ AN® ), PEARHE S UL F

24 S-ELM 34 2 il ZRBst | AT A Sk T8 Bt )2 i
FUAB. T e, I

Bow=(HLH,,) HLY,. (12)
Hip L H =[H}Y :[Y} AH 25/ H AN OB
new AH new AY

AR R L A R i 1
He T Rz I 43 Pt 4 O s SR, 4 A4 =
H'H,U=AH",V=AH, 15X (12) HF 205 0Ok Y
(H"H) " BDA. ATREE),
A =H' H . =H H+AH'AH=A+UV" (13)
iV U o7 S UP/AS W B ST PULK SN Y
Al =(a+ovT)’

- | (14)
=A"-A'U(1+V'4'U) V' 4"

Hd  AU5 VT A B R 2 R O (AN % L?),

(T+ V™A™ U)o i A 2 B 02 O(AN?). 1A Bt

S-ELM Hi 5 5B (1952 228 O (AN < L? + AN?).

Lia e br it 5 (6) ~ 2 (8) My I ] 52 44 B hy
O(N). £ Lk , DMDI B3k (19 2 ik ] 52 2 18 9 O (N
DxL+NxL*+ANxL*+AN*+N ). 24 DMDI &b F KM
o) 265 7 it A AR AT D3 o il B 2 1 s L %R
HORAETHETTRCR.

4 KBWERSSMH

4.1 HIEHE

ARSI R AT 12 FH T 28 A ARAS T i) 2 F 4k
4 CSE-CIC-IDS2018 (IDS2018) /1 NF-UQ-NIDS-v2
(NIDS)P'. X A B S5 7 55 7 2 e 5t g
AT RO I WA R A 52 2% B S I 28 A vh 9z Ak e

IDS2018 B AL % T 7R i e 5%, ik 1
Bt s, 43 3 B Brute-Force . Heartbleed . Botnet. DoS.
DDoS . Web Attacks Fl Infiltration 2 5%, , Fo i G 3 fh e
MmN AT 1%, B8, 2585/ 08Eke 2%
PR K, — 2 i AR R 76 D, S B ARl
GFEAAN R XM R T kR =z — .

R1 HIFELEIDS2018: M IRE RELERHEAY

%

Bot, Brute Force-Web,

20 000, 611, 230
Brute Force-XSS

DDOS-HOIC, DDoS-LOIC-UDP,

20 000, 1 730, 20 000
DDoS-LOIC-HTTP

DoS-GoldenEye, DoS-Hulk,
DoS-SlowHTTPTest

20 000

DoS-Slowloris, FTP-BruteForce,
10 990, 20 000, 20 000
Infiltration28

SQL Injection, SSH-Bruteforce,
87,20 000, 20 000

Infiltrationl

$F T 4 AF 32 BU ( Feature Extraction,FE) &% 43,
1DS2018 fifi F CICFlowMeter-V 32 T L MU K 14 3 5
PRSI A] BCE E B T 51 BSE 80 MR L AR
M, X S SRR AR AR v T it B AR e T T 6, 2 X ) T
A7 A 20, S 0t , A58 78 SE g B B A AN s in 1
e /INESCHR A S 1] 18] o 5 5 R 40 6 b 1] 18] B 1
FEL A 8] 5 1F 1) B0 0 A B R] 1] B bE 45 40 S RRAE
PERAELERE Y e 22 120 4, ARG s AR it 2 20 84 720
B 4 e

NIDSEHiSEfH UNSW-NB15™ BoT-IoT** [ ToN-ToT*
I CSE-CIC-IDS2018 %% 45 £ B & Wi il . M 8 T
IDS2018 , 2 B4l 4R A0 % o 45 A9 ool i i 2R 80, A
2% 2 7~ , 7 T DDoS . DoS \Scanning . Reconnaissance .
XSS . Injection , Bot ZE20Fh Iy AL T I E AL 2k
PR PN 48 PRI SR A (R R PR AT Sk 1 B R A Bk K

NIDS %4 4 1) FE J5 35 J& i Sarhan %5 APV 4 1 114
BT NetFlow RHAE 8T A2 14, T 06 RRIE AL 35 40 v 4p 252 B
(] ER i A A3 ANRRAE . O T e FULA R
SETCE AR TR REBR T A0 1P Mkt 5 115 SR BB AR
CHFAE, [FIRFAS I 5 40P 2455 22 A (ms ) 7908 P 4 5
ZEFP AL H G5 22 1 BUANRRAE , {5 24 (0 RRAE RI0GA B
61 4.



1644 L - 2025 4F
R2 BURENIDS: X RARE REXRBRHAY (3 UEHIRE 22 (H (Ace 22)
TR FEAEL AccZ = Acce,— Acc, (18)

DDoS, DoS, Reconnaissance, Scanning 6 000 Hr, Acc, R R B ) 2 S I ERG R Acc, Ry A5 R

XS5, Analysis, Backdoor, B 6000 VMR . Ace 220/, BLDTBURAERE L T 1
Brute Foree, Explots, Furrers, Generi 0000 B4 BB T T2 SRR P AR X AT LY
Infilteration, Injection, Mitm, Password 6 000 i%iﬁ@ﬁ%ﬁf@gﬁ )
Ransomware, Shellcode, Theft, Worms 3288, 1369, 2324, 158 4.3 -:;‘;Bﬁ.ﬂ;iﬁ

4.2 FMHiEER
Y TA Sy B KR TS i e A 5 20
PN AZ TS5 BERIITAT RS X PRS2 B R TT . X
TV, ANLTT O AR MR I GE 7, 8 75 4= 1H P
i & RIS A o3 Sk e 5 AR 3 23R . HARITPAL 48
FRUNT SCRTIR .

(1) T4 BRHER R (NA)

NA KR FTA 53 ZIE R RS o 2 REAS (Y L A1)
I T RGeS, TR AT

NA=JAKS+ (1-1)AUS (15)

o AR EEREAR T T AT H R LU, 0< A< 1, A SC
SEE AT E R 0.55 AKS Fm ORI SR 5, B
Known-Acc; AUS £ 78 K H1 28 19 40 26 o o %, |
Unknown-Ace, HHE A=A .

T,+T
AKS=A - _ P N 1
S=ACC= AT+ F, (162)
TU
AUS = ToiF, (16b)

Fo T, MR, 53 50 3R BEEWIE Bl 70 2R R 1R 2 261
FEAKL T F1F J3 01 27 HeA S I W 50 2 gl o
RIVREAR KL T, M F 2 7m R SR B A 122 73 26 1Y
A = (12) W, NA R IR] A S B %) o 1 2
Kol e 1 5 e e 2aE T .

(2)F14353(F1)
2 x Precision x Recall
Fl= Precision + Recall (17
T T N
H | Precision= P Recall= L (TN [Bi
1, Precision TAF, eca T+ F, oy ik

P00 2% T o YA A 1 A A A R o A AN S A )R R 1450
VB9 22550 53 AT 55 v R B Bk B 1) P A PR AR
AE 5 BT 4 1] b S WA TR A T A 2 12800 b i B A SR
B, JCHGE T E AU RS 5y 20T AG . Bk R bR
{ECBE A, 1 PR £ T 4 TR0 v A ARG TR 132 5 70 et
REA AR

TEIF SR I or ] Yy e BEA R AT 55 1O 55
Sk AT, B 5y 32 B GOMENE 1855 AR AR I R 22 1Y
W, SEEREZ A TRE . B, SIA T Z4ERE 1R brss
A VAR R A 1 2 o) BE T, A A AR R 25 1 (Ace
22 ) YN R[] 05 8 S I (1) S A

Ay ARFERIR ] S-ELM 1 OC-SVM, Hirfr S-ELM 1
B 2 e AN B05 N 100, 38005 PRECH Sigmoid pPREY
OC-SVM HHL I fk 25014 4 0.07, T A R AL 35 2R H 5 47
2 LB UESEATIEAL . L35 04 Linux #47E & 48, CPU
JHEAS 15-134000@2. 5 GHz N#% , IN1F M 16 GB,GPU
RTX3060 Ti.

4.4 AREFEREREXTEE
4.4.1 FERMZERNF EHMHERESTEE

T SIE DMDI A R , 785 L 3256 By B e B T
DACS'™ PAT™" RFG"FI AutoloT"" pUASSCifik 75 ¥k i
TTHERE LLHR . X DURP 7 3 38 90 oA e ol A i) 5 4
Haeg )y Hirh  DACS R —Fh L TG AL 22 S
VLAY B 8 1 43 28 SE T i PE Al DMDI 7R
PRAE ARSI B 7 [ B 78 5 L2 B0 1Y) S s A B R ) 42
HET 2% s PAT 5 RFG 43 5l 3k T i 781 27 2] 1A % i
Do 2 A 2t 3 3l B R AR AR AL L A a3, o Y
4R T AR IR B0RS BE 19 3238 7 2% 5 AutoloT 1 PAT |
FEASL Y38 B2 S I B AT RS 4 S HE LR RN R AL 22 5] | i/
FEGE AR IOMEME S RIS, ol X L AT RLSTAl DMDI 2 H
Y3 F S-ELM 34 B AL 09 R I . 75 BRI UL EH 19 2
AutoloT AR F 2 AT 55 2 ST HE LR X 4r Wk K &, ol
SISV AR SCE ARG I A S X 486 U ik A W T
AL S 2 B I 5 — R 5 RFG A8 [F] 9 DNN [ 2%
SERIEA TN, DARIEPERE HL R P 5 0 IR

ke BB R AR AA A TR
SERG, FR 3G T ARSI IE S AR VYRR R 425
] NA FIE 12 Known-F1 #5475 .

T HE UL b AN [R] 5 VA R 1DS2018 i 45 4R i
BB HA T HNAFLI, K6 JBAR T 44T 1L 7E NA
BB AL 6 B RS I A A TR
S 7T NA B AR X 25 AR, KB 9 5 B R i X
SRR 1 AR, H 5 B 1 X3 s (B R B B
Sy A AR AR (R o R B 3 R R b . AT
B 1R AR TR AR R A AR /ML, v ] ) SR ER
FoRYIME , LI R TP E . I 6 nl s, RS g ik
Pl T NA RIUAEER L, {5 DMDIZERAE NA XI5,
B A AT, H AR NA IR PR ER7E 0.5 LA |

XFF Known-F1 #8475 , 5 RE AR 4 FSBIAD XS £ HI2
W r2etkne . IWIE 7T LB B A SC 5 1) Known-F1



%05 M ek T R — T I U BT R 7 4371 110 30 2 I 4% S A T R 53 28 07 1k 1645
F3 AEFEFHFEERETIE

T REFE AR (EE ) DMDI DACS RFG AutoloT PAT
3SRt Al (s REAR) 59.5 76.3 2355.0 89.8 105.3
NA(IDS2018)/% 88.1 76.2 85.5 82.0 75.6
Known-F1(IDS2018)/% 923 89.1 90.3 88.1 83.2
NA(NIDS)/% 90.1 86.1 87.6 86.1 80.3
Known-F1(NIDS)/% 83.9 78.9 83.5 81.8 76.4

4 b
=] (=]

I
%

FEE SR HERR
= =)

g
n

S
=

DMDI
(ERT5 )

PAT
%6  1DS2018 H NA /345 K

FEAENAE0.95 25 47, i HAXT He 7 AR T 0.9 A IX.
S TR R L TR B 2 2 1 AR A I ke
AR (R B AG B BRI PAT 7R AR AR JE IR D) A= %
B RS R AL, T2 43 M6 . RFG 7ZE 11|
G I T X s S i B i TR A E R . AR
b2, R4 DMDIJfHE 78 fir A7 52 56 21 & v 4 3R 0 A
fE  (H R BUE A M, SRR e R . X R BT
FHIR RS54 OC-SVM EAT B0 385 18 1, R I E
FE . AN, OC-SVM AT ZE 40 4 b i 4 B e A B 22 i 28
IR B8 (S, AR T A sk

DACS RFG AutoloT

1.00

0.95

0.90 -

=
@ 085
g
T 0.80

0.75

0.70 -

DMDI
(FTTiE)

[#7 1DS2018 ' Known-F1 43 7ii &l

DACS RFG AutoloT PAT

FEA3 2SI 8] J7 T, DMDT 4K 7&K T ELM 32 B P
PR, [ s FLTH AR B 14 52 2% BE AR, PR b R 3 2 ik
FEF . X T AutoloT Fl PAT, i T IR B 2 3 75 vk 7
IR BATY T ZEAT 22 2 I i T AL % 115, 4 2SR L

ANEAE, o H R PAT IR 75 B8 M i K R0,
FCHR I 7% 25 X 26 X6 B BEAR (1) - 241 43 2 i TR et T
100 ws. RFG 7E R I A 28 I35 A2 ik s i A 3 5 2
RN, DI FEE 2%, A 2B )35 B ms G531, FLARE
RGBT 7 2 T 2R i I I k. DACS WSS (E GE AL
o ) RSP AS MR A S E TR E AR
U TR 5 AR T 51 B G A i b S N I N g i B NS
K . A2 R, DMDIUAR G T R R FR , 38 24
P BT RE T . 55N, DMDIFE 43 28 B[] FiE
FAPE F AT pu At e ik

4.4.2 AREBEEFHHEMNEREITLE

S-ELM #5  A% Bp AN 545 A0 245 M 1 B8 77, 78 3
Hik (17 1, AR 7 P 46 v ol A 60 S AR X A A8 0 A 7
ML IR L, A1 AR FREE T 1 S-ELM 157
Skt B, TR AL S S0 Hp |, R U B R I A B AR AR
BRSPS 0 FRARAE B0 N RS BE A 2% |
B . 53 AMIUAS YT H 2 R TR R85 T 1) DACS \RFG
AutoloT 1 PAT.

FEIG 52 S0 F 256 rp ) U AR AR 1 2 R A
R TS B Al B 200 500 A REAR L R A5 3
1 8 (a) FIE 8 (b) TR 3 AN [RIR U Ace XF L. FHIET 8
AT, DMDI 3 & ZOR R T 14 S-ELM, AL Z T
DACS FI RFG B SRR T H YNGR ms , {5 R 3 )1 ke
IR MRS AR G B A7 2] — S 2 . AuatoloT i i
RS 2% 2 BB FORS B g AL T Y5 1 AR AE IR
BE S B AR B A AL 5 R ¢ X 3 R [y
FEEE RO PAT G i b B AR B Y SR AN A RE AR
B L G M 358 A, (H A R 500 X 348 a3 oaod R v g
T 26 I () R, 50 P D R SR G U R T
FERIPEBE . 1 DMDI A4 SS J5 35 AT KRG Ry oK 5128 Y
FEZS 3o D8 4 B 4l e, 45 4 S-ELM AR 25 i 15 48 5 0 0 o
P30 TIN50 (1145 DMDI f 38 5 50 2 s SR A TF 4R 3R
Bl 1 H Ay BE ik 7 DA A IR BT P 30 A 4 S-
ELM 3 s 30UR

F AL TEEPANEIELE L ORI SL4LA i
HIJE Ace 22 YN ZRIR R LA K 386 50 5B IS 1) . 31 klist i)
718 R R TR BRI 25 2 500 SRR Y I, 184 - 57
T D0 2 45 A 82 20 T RS T 31 500 A R I B AR AR
Ji V1) BRLYR A IR B (1]



1646 H, ¥

EE 2025 4F

1.00 -

095 -

DMDI(A 3 /i)
—o0— DACS
085 k- PAT

—>— AuotoloT
0.80 L_L I 1 1 I I 1 I
0 1 2

3 4
R
(a) 1DS2018 %didE

095 0

0.90 [

e

0-80 ["—0— DMDI(H 3 )
[ =0 DACS
PAT

075
—o0— S-ELM
I RFG
0.70 [—>¢— AuotoloT

1 1 1 1 1 1 1 1 1 1
0 1 2 3 4 5 6 7 8 9 10

v

(b) NIDS $fiite
8 AN[HBE B B IS Ace X L

W4 PR ETFEREE T, 1DS2018 %4l 4
i, DMDI 7E 6 ¥R 3 5 J5 #5781k 5 BRI 10 e 20, I8 T
DACS 24 3.5%; f# Jfl NIDS 95 £ i, [R] £ DMDI 7 9 1K
B e AR RV RE R AR A e /D, 1T UL DMDI#E AR FREE
) 488 R SRR T 4 ol SCHR X FE 79 . AT 4E S-ELM 7 4
s GRSk T BEALIE BUREAS (1 SR W, R BB AL Je e B
Xof B2 2 AT 25 B REAR ) TR IR i T LA 2R S 8K
B M Z T, DMDI#E i SS J7 i 78 T 46 IR 55 T Y 14
R RAR T4 1.5%, 9F HLAE 2% > 52 i K A
DMDI V-3 Ace WAX Lt S-ELM K2 2% , i#F— 45 R e iy
I Ve Al R A 1) T

FE )P RE 7 1, T 145 S-ELM R #5 J R HI 26
K, N2 5 EF A . DACS #1RFG #8511 7% &

YL B SRS, PR] IH 7 VR 1 ek B ) ) 2 30 U1 5 (]
AutoloT i 5 i B 2 >, AN I 2 14 12 A A< RV AT 5% ol B
Fe T e Y AN i 1 /N T = R b E2
25 BRI SHORBE, L0007 o B2 A1 R ST REF I
SVM ) DACS. It.4h, RFG . AutoloT Fll PAT fi%) % 4 11| 25
FER W] GE TR 2 rh BT A sf (], [N Ry 3 4 AU ST} 1A
PAER I S A R R] 177 R B 2 ) A TR TR B 2 ek A
A RENCSH, 3k — 25 BRI T A 9% R AZ B PR A
H1. A Z R #2 HY 6 DMDI J7 325 35 T ELM A5 780 1 4%
G S-ELM 45, Il k5 0 B st B) e 1K - He A X b ik,
HAE&TRINICR.

4.4.3 SCHEESH

FESZ BRI 45 AR R GE 508 b L i ik & (an
W6 | % R A ) AR AR AR A — T B R, B 5% SR I 1)
LIRS R AT . SR, X R A0 5 A7t 2 R
B, X A7 48 2 B D A 1 R 38 2 ST A . [R] i,
Tl = B ERE AR A0 GPU () 45, dE— A R T
BT s T RE )

BT 3k — Pk %, A SCH ARG S-ELM A5 AU A Ay — Fif
RIZM ML, Bag S50/ NG T7 X E s e,
X B A7 25 18] T B30 0% 5 A 5 SR ARG, B AR AN A
3l CPU RPAT S8 AL, 36 A e R 28 ik o6 R
BRAE . HEAh, 25 R T Gk I A A 3R 285 A S 114 i R] 4
AEER , N 3 TR , DMDI BERS1E 24 60 s P AL FE— 4%
D) 26 A, T — 25 B5CHE U v R A BT B A
£, XS DMDI A L2 0.1~1 Mpps (1 05585 )
S Ea T S B o VIR 311 Qi Er UK i 2k =0 TN 7L A
AT A 0] LA SEBUASIN () SE i . M2, ST IR
1225 ) 2% 14 7 v el T B ) o R, S Bt A et i
N ME LI 1 A IR EE R | R A R
PR3 5 AN A e T 3 5 PR Y
4.5 HRERKIG
4.5.1 AREIERDHXEETEE

HR I SS A XA, SS R S 52 3 X [6] %5 gn Y52
o O P (21 S D R s 5 B SN W FE S =L el
AT A0 8 ) AU REAS 3 A AN SR R 7R R LA X
FHIZ , DX TRV 38 N 23 (A5 FEAS 3 A1 e Sy Fo s, AT fifE
i 1 HH R AR A3 A7 T 0 421, R SR AR 2 R IX TR S Tk
— IS, I TR A3 A DX R, AN X X
(8] %54 10.20.40 .50 .80 F1 100 A 15 L k4T T 5256, K1 9

R4 AFEZRAETFHEREXTLL

PEREEE %) DMDI DACS RFG AutoloT PAT S-ELM
Acc 22(0—6)(1DS2018)/% 9.1 -12.5 -16.8 -126 -13.5 1.7
Ace Z(0—9)NIDS)/% -14.0 -17.0 -21.5 -18.7 -19.6 -124
AR YINZRAT ] /ms 245 389 720 694 938 —
PRI hE HURT[H] /ms 95 306 689 365 445 —

T LA b e 2 4L



#0051

Il 3 2R — T T U Z AR R R A A )8 T I 45 U R A DM R 2 05 0 1647

LB T B 4 1 SE 00 4 B3 R B ALY Ace A K
A A 32 (Ave ) 25

H1 1 9 AT LAV M & 1, Bl X [R] 5K gn (Y38, 3
B Ace Wi BT FRAETE gn=50 1, B P 8,
BAY A3 S IR B AROR 5 Y gn>S50 B B PERE KE T
R EE G A R PR R 2R X E] 4 gn Ol 50.

‘+ IDS2018 —&—NIDS —A—Ave‘

092 - = - =g
——
@ 0.88 i N A Y A
0.84 + —
L — o .
- I ——
1 L 1 1 1 1
10 20 40 50 80 100
(EQEIEA

PO AN T DX DRSO HE A R AR 7 1 A5 1

4.5.2 AEIEEEHFERITEL

R HE B Aol AN [R) AR AR X6 S-ELM 448 1 5 i) 20 SR
IS , 3 590 X P AS [RAE A R 47 18 o SR R A 7 X L
Horp RS 7 fift FH AL 07 32 A6 00 1] 7 A 0 28 R A 7 4 1
FEHT 5 RS-A 2% 7% (1 FH i ML 7 32 A6 1000 381 194) A 0 S ALl
B B A T 5 TR 5 SS-A Fe o Al SS A I 21 Y
KANZEIEA TR . X0 E () B IR T REAL IR BE , 4%
Je IR e B (O REARSEA T B R 2R AAT
M4 45 R K 10 s

0.94
0.92

0.90

e

| [=—ss
086 - |—o— s5-A
I |—®— RS
0.84 |4 RS-A

0.82 1 1 1 1 1 1 1

0 1 2 3 4 5 6
IR
K10 (A FIREAR Y 8T R Ace XFLE

FTLLE R S OO, 1 1 SS T ik 1
FEHT R R Ace B Af . 3R RO B IR Y 73 JEROR
FABAR A7 AE—E IR 7 R A FE i R A v
{25 A B PIL T 8 1 2 AR A, 2 S BB A S

JE Yoy PR RE LR B, AR TN B e kAT
HUB IO . [, SS J7 IA B IR MR A T AL 35
IR E RIS REAS I ELREAS 7 A B B0 4 T
e, i SS T3 AR B BYREA XS S-ELM 47 1 B T 2
— P A BT i BERSTEAN 5 A BN 1 15 L
T AR TR 5y 2R PERE .

5 it
R B A R R AR TR A R R A iR

T — b ] B4 B ET A OSR AR Y 3l i X S-ELM
SR 5 bR AERCE AT AR A, i T — R T
S-ELM iy tH A B9 48 1 53 A B R SR T 5 v | 1A
S-ELM i H A 5 bR A (09 S0t 19 fe 230 B2 JR AR AH
K RZH A — LA X Ty 22 A1 IH — 4k Tos 511 25 =/~ 48
i, 38 38 AH T e 2059 BN 25 A 5 b, PRl OC-SVM #E47
RENSERG I 5 38 33 XF 2R A A8 AR AE AN [A] X ) R AR 4
AR VEAT 50 HT , BT T 3T 38 bR o0 A 1 38 I 2B A
0 356 7 1 5 AR R I R A I 25 FR AR A A I DL R A T
i & , (o FR O 358 5 A REZR X S-ELM R 47 384 1 5038 , 61k
S-ELM 7£ 52 BR OSR £ 45 i ()38 1 BT e 1 . FE S
FLRCIEAE E AT T SEBR IR, X b SOk 2k, ZE AR I
K 7 1T NA $8 45 BETCE 3%~13% , 52138 B 5 37 i B
AU Ace PERE T LA #2524 39%~7%.
T2 11 T 2 AR e R AR R AR ) 3 e TR e
PR A b B T H A A, DL K 4 J
ShRTT R[]

5% Sk

[1] Statista. Number of apps available in leading app stores
as of August 2024[EB/OL]. (2024-08-30) [2025-01-01].
https://www.statista.com/statistics/276623/number-of-apps-
available-in-leading-app-stores.

[2] CLOUDFLARE. 2024 Application security trends report[R/
OL]. (2024-07-12)[2025-01-01]. https://www.cloudflare.com/
zh-cn/2024-application-security-trends.

[3] BORKAR A, DONODE A, KUMARI A. A survey on in-
trusion detection system (IDS) and internal intrusion detec-
tion and protection system (IIDPS)[C]//2017 International
Conference on Inventive Computing and Informatics (ICI-
CI). Piscataway: IEEE, 2017: 949-953.

[4] OBASI T, SHAFIQ M O. An experimental study of differ-
ent machine and deep learning techniques for classification
of encrypted network traffic[C]//2020 IEEE International
Conference on Big Data (Big Data). Piscataway: IEEE,
2020: 4690-4699.

(5] JElZ2E¥, 5Kk, X [ 52 . HE T 2R TR B 22 I 25 11 1o
J2: DDoS I i K W 45 78 [1]. WL F 2 4f . 2022, 50(2):



1648 H, ¥

o
==

il 2025 4F

508-512.

ZHOU Y T, ZHANG B, LIU Z H. Application layer DDoS
detection model based on multimodal deep learning neu-
ral network[J]. Acta Electronica Sinica, 2022, 50(2): 508-
512. (in Chinese)

(6] WImAR, 335 BT HREA & 004k 09 Tl B3E P AT
NS AGIN T ¥R (J]. W T2A4I, 2024, 52(9): 3075-3085.
HU X D, ZHANG Q. Real-time detection method of mali-
cious behaviors in industrial Internet based on feature com-
bination optimization[J]. Acta Electronica Sinica, 2024,
52(9): 3075-3085. (in Chinese)

[7] LESQ,LAI'Y X, WANG Y P, et al. An adaptive classifi-
cation and updating method for unknown network traffic in
open environments[J]. Computer Networks, 2024, 238:
110114.

[8] BENDALE A, BOULT T. Towards open world recogni-
tion[C]//2015 IEEE Conference on Computer Vision and
Pattern Recognition (CVPR). Piscataway: IEEE, 2015:
1893-1902.

[9] ZHOU P, WANG N, ZHAO S, et al. Difficult novel class
detection in semisupervised streaming data[J]. IEEE Trans-
actions on Neural Networks and Learning Systems, 2023,
34(10): 6872-6886.

[10] FANL N, HE L, WU Y C, et al. AutoloT: Automatically
updated IoT device identification with semi-supervised
learning[J]. IEEE Transactions on Mobile Computing,
2023, 22(10): 5769-5786.

[11] PING G L, YE X J. Open-set intrusion detection with
MinMax autoencoder and pseudo extreme value ma-
chine[C]//2022 International Joint Conference on Neural
Networks (IJCNN). Piscataway: IEEE, 2022: 1-8.

[12] YANG J, CHEN X, CHEN S W, et al. Conditional varia-
tional auto-encoder and extreme value theory aided two-
stage learning approach for intelligent fine-grained
known/unknown intrusion detection[J]. IEEE Transac-
tions on Information Forensics and Security, 2021, 16:
3538-3553.

[13] ZHONG Y, WANG Z L, SHI X G, et al. RFG-HELAD:
A robust fine-grained network traffic anomaly detection
model based on heterogeneous ensemble learning[J].
IEEE Transactions on Information Forensics and Securi-
ty, 2024, 19: 5895-5910.

[14] WANGTT,LV QJ, HU B, et al. A few-shot class-incre-
mental learning approach for intrusion detection[C]//2021
International Conference on Computer Communications
and Networks (ICCCN). Piscataway: IEEE, 2021: 1-8.

[15] LIANG Y L, WANG F, CHEN S H. DACS: A double-

layer application classification scheme for hybrid zero-

(18]

[19]

[20]

(21]

[22]

[23]

[24]

day traffic[C]//2022 1EEE 22nd International Conference
on Communication Technology (ICCT). Piscataway:
IEEE, 2022: 1380-1387.

ZHANG J T, ZHANG J, GHOSH S, et al. Class-incre-
mental learning via deep model consolidation[C]//2020
IEEE Winter Conference on Applications of Computer
Vision (WACYV). Piscataway: IEEE, 2020: 1120-1129.
LEE C L, CHEN Y T, WU A Y. A scalable extreme
learning machine (S-ELM) for class-incremental ECG-
based user identification[C]//2021 IEEE International
Symposium on Circuits and Systems (ISCAS). Piscat-
away: IEEE, 2021: 1-5.

SCHEIRER W J, DE REZENDE ROCHA A, SAPKOTA
A, et al. Toward open set recognition[J]. IEEE Transac-
tions on Pattern Analysis and Machine Intelligence, 2013,
35(7): 1757-1772.

ZHANG JL,LIF H, YEF, et al. Autonomous unknown-
application filtering and labeling for DL-based traffic
classifier update[C]/IEEE INFOCOM 2020 - IEEE Con-
ference on Computer Communications. Piscataway:
IEEE, 2020: 397-405.

YANG L, GUO W, HAO Q, et al. CADE: Detecting and
explaining concept drift samples for security applica-
tions[C]//30th USENIX Security Symposium (USENIX
Security 21). California: USENIX Association, 2021:
2327-2344.

ZHAO Z X, ZHANG H Y, MIN H, et al. Towards recog-
nition of open-set speech forgery algorithms by using pro-
totype learning[C]//Third International Conference on Al-
gorithms, Microchips, and Network Applications (AM-
NA 2024). Xian: SPIE, 2024: 1317102.

FRPETH, B, FBUE, 5F . BETERE ISR A
i N3 2605 01 R LRI S K 2023, 60(7):
1592-1602.

GUO H S, CONG L, GAO S H, et al. Adaptive classifica-
tion method for concept drift based on online ensemble[J].
Journal of Computer Research and Development, 2023,
60(7): 1592-1602. (in Chinese)

HEOGIE, BB TR, XS, L BE T 2 U AE R 43 1y ol
B M &S B A I (7], L2740, 2023, 51(7): 1906-
1916.

HAN G J, ZHAO T F, LIU L, et al. Concept drift detec-
tion of industrial data flow based on multivariate region
set partition[J]. Acta Electronica Sinica, 2023, 51(7):
1906-1916. (in Chinese)

SHENG C, YAO Y, LI W X, et al. Unknown attack traf-
fic classification in SCADA network using heuristic clus-

tering technique[J]. IEEE Transactions on Network and



Il 3 2R — T T U Z AR R R A A )8 T I 45 U R A DM R 2 05 0

1649

[27]

(28]

[29]

[31]

Service Management, 2023, 20(3): 2625-2638.

ZHANG L, CUSHING R, DE LAAT C, et al. A real-time
intrusion detection system based on OC-SVM for contain-
erized applications[C]//2021 IEEE 24th International Con-
ference on Computational Science and Engineering (CSE).
Piscataway: IEEE, 2021: 138-145.

SAPUTRA RANGKUTI F R, ALI FAUZI M, SARI Y A,
et al. Sentiment analysis on movie reviews using ensem-
ble features and Pearson correlation based feature selec-
tion[C]//2018 International Conference on Sustainable In-
formation Engineering and Technology (SIET). Piscat-
away: IEEE, 2018: 88-91.

PERNA G, MARKUDOVA D, TREVISAN M, et al. On-
line classification of RTC traffic[C]//2021 IEEE 18th An-
nual Consumer Communications & Networking Confer-
ence (CCNC). Piscataway: IEEE, 2021: 1-6.

YU J, XIA C M, XIE J Z, et al. Research on feature im-
portance of gait mechanomyography signal based on ran-
dom forest[C]//2020 International Conference on Comput-
er Vision, Image and Deep Learning (CVIDL). Piscat-
away: IEEE, 2020: 191-196.

HSU Y C, SMITH J, SHEN Y L, et al. A closer look at
knowledge distillation with features, logits, and gradi-
ents[EB/OL]. (2022-05-18)[2025-01-01]. https://arxiv.org/
abs/2203.10163v1.

SHARAFALDIN I, HABIBI LASHKARI A, GHORBANI
A A. Toward generating a new intrusion detection dataset
and intrusion traffic characterization[C]//Proceedings of the
4th International Conference on Information Systems Se-
curity and Privacy. SCITEPRESS - Science and Technology
Publications. Oxford: ICISS, 2018: 108-116.

SARHAN M, LAYEGHY S, PORTMANN M. Towards

EEEN

BEFER 2, 19984F 9 JT A T/ Rl
T B R MR R 2l A S R R TR A B
WA EBRTTE )5 ) 2 EAGE 1 | 2%
PUI RIS 2]

E-mail: lhtnjupt@163.com

BEET B 1955 FEMA TR R A
LA i AR LA AR S AR B TR B AR
LA S EERFIETT ] N JEE W 4 2 A
JEAFFN LK TR
E-mail: 1990001 1@njupt.edu.cn

[32]

[33]

[34]

[35]

[36]

[37]

a standard feature set for network intrusion detection sys-
tem datasets[J]. Mobile Networks and Applications,
2022, 27(1): 357-370.

HABIBI LASHKARI A, DRAPER GIL G, MAMUN M
S I, et al. Characterization of tor traffic using time based
features[C]//Proceedings of the 3rd International Confer-
ence on Information Systems Security and Privacy.
SCITEPRESS - Science and Technology Publications.
Oxford: ICISS, 2017: 253-262.

MOUSTAFA N, SLAY J. UNSW-NB15: A comprehen-
sive data set for network intrusion detection systems (UN-
SW-NB15 network data set)[C]//2015 Military Communi-
cations and Information Systems Conference (MilCIS).
Piscataway: IEEE, 2015: 1-6.

KORONIOTIS N, MOUSTAFA N, SCHILIRO F, et al. A
holistic review of cybersecurity and reliability perspectives
in smart airports[J]. IEEE Access, 2020, 8: 209802-209834.
MOUSTAFA N. A new distributed architecture for evaluat-
ing Al-based security systems at the edge: Network TON_IoT
datasets[J]. Sustainable Cities and Society, 2021, 72: 102994.
OTOVIC E, NJIRJAK M, JOZINOVIC D, et al. Intra-do-
main and cross-domain transfer learning for time series
data: How transferable are the features? [J]. Knowledge-
Based Systems, 2022, 239: 107976.

GALLO M, FINAMORE A, SIMON G, et al. Fenxi: Dee-
plearning traffic analytics at the edge[C]//in 2021 IEEE/
ACM Symposium on Edge Computing (SEC). Piscat-
away: IEEE, 2021: 202-213.

CHEN Z H, CHENG G, WEI Z J, et al. Classity traffic rather
than flow: Versatile multi-flow encrypted traffic classifica-
tion with flow clustering[J]. IEEE Transactions on Network
and Service Management, 2024, 21(2): 1446-1466.

SFH 5, 19984F6 A A TIAREAE
17 . 2024 4F 5l TR Rt lR s R 3R T2 7
{37 BRI ATRHAT R W TR .
E-mail: quanyx1233@163.com



